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Who Am I?

Started as a “designer”

Developing on Mac OS and iOS devices for 
8+ years

Wannabe comedian

notorious twitter loudmouth

Apple junkie
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How did I start?

Hypercard!!!! (YES!)

Applescript Studio Apps

Books by Aaron Hillegass from Big Nerd 
Ranch

Sample code (open source, github, stack 
overflow)

trial and error
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What I’ve worked on
Seas0nPass Mac - AppleTV 2 Jailbreaking tool

greenpois0n RC 6.1 - iOS Jailbreaking tool

nitoTV + Installers - many things to many 
platforms. (for AppleTV 1 and AppleTV 2)

AirControl - HTTP control of the AppleTV 2
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AppleTV 1

1 GHz intel processor, 256 MB RAM running 
Mac OS 10.4.7 custom version

March 21, 2007 - Shipped AppleTV 1

March 23, 2007 - Hacked to run different 
formats through wrappers / scripts
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Hacking AppleTV 1 1.0
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Electronista / Something 
awful
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First Plugin POC
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Plugin POC cont...
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Patchstick Project
Old process too convoluted

High bar for entry

Saturday, September 29, 12



Patchstick 1.0

Needed OS X 10.4 Image / Disc / Comp

Idea developed by MacTijn / awkwardTV

Frameworks, Extensions, Binaries from 10.4.x

minimal installation of “OS X” needed to hack

thumb drive of any size should work.
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Example Script
if [ ! -e /Volumes/OSBoot/System/Library/CoreServices/boot.efi ]; then
! ! echo "boot.efi on volume 'OSBoot' not found! Have you mounted the 'OSBoot' volume?"
! ! echo "Exiting.."
! ! exit 1
fi

partition_disk() {
! echo
! echo " Partitioning $THEDISK:"
! diskutil partitionDisk $THEDISK 2 GPTFormat HFS+ Patchstick-root 80M HFS+ Patchstick 40M
! echo " Patitions done."
! #sleep 2
}

basic_folders() {
! echo "Creating System folders..."
! mkdir /Volumes/Patchstick-root/sbin /Volumes/Patchstick-root/etc /Volumes/Patchstick-root/dev /Volumes/Patchstick-root/
OSBoot /Volumes/Patchstick-root/stuff
! mkdir -p /Volumes/Patchstick-root/usr/lib/system
! mkdir -p /Volumes/Patchstick-root/System/Library/Extensions
! mkdir -p /Volumes/Patchstick-root/System/Library/Frameworks
! ln -s /Volumes/Patchstick-root/sbin /Volumes/Patchstick-root/bin
! mkdir -p /Volumes/Patchstick-root/System/Library/Frameworks/OSXFrames/
! mkdir -p /Volumes/Patchstick-root/usr/libexec

}

find_tiger() {
    version_plist="System/Library/CoreServices/SystemVersion.plist"
    for vol in /Volumes/*; do
        if [ "${vol}" == /Volumes/OSBoot ]; then
            # skip the (hopefully mounted) OSBoot volume
            continue
        fi
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Example Script Cont...
    ! if [ -r "$vol/$version_plist" ]; then
    ! ! version=`defaults read "$vol/${version_plist%.plist}" ProductVersion`
    ! ! majorVersion="`expr "$version" : "\(10.[0-9]\).*"`"
    ! ! if [ xx$majorVersion == xx10.4 ]; then
    ! !     echo Using Tiger volume found at "$vol"
    ! !     echo -n "ok? [ync?] "
    ! !     gotAnswer=0
    ! !     while [ $gotAnswer == 0 ]; do
    ! ! !     read ans
    ! ! !     case $ans in
    ! ! !         y) TIGER="$vol"; break 2 ;;
    ! ! !         n) gotAnswer=1 ;;
    ! ! !         c) echo "Cancelling.."; exit 0 ;;
    ! ! !         ?) echo -n "[yes no cancel ?help] " ;;
    ! ! !     esac
    ! !     done
    ! ! fi
    ! fi
    done
}

copy_system() {
! echo "Copying System Extentions..."
! cp -R "${TIGER}"/System/Library/Extensions/
{AppleACPIPlatform,AppleAPIC,AppleEFIRuntime,AppleFileSystemDriver,AppleFlashNVRAM,AppleHDA,AppleHPET,AppleIRControll
er,AppleRTC,AppleSMBIOS,AppleSMC,AudioIPCDriver,BootCache,GeForce,IO80211Family,IOACPIFamily,IOATAFamily,IOAudioFa
mily,IOGraphicsFamily,IOHIDFamily,IONDRVSupport,IONetworkingFamily,IOPCIFamily,IOPlatformPluginFamily,IOSCSIArchitectureM
odelFamily,IOStorageFamily,IOUSBFamily,IOUSBMassStorageClass,NVDANV40Hal,NVDAResman,OSvKernDSPLib,System,AppleI
ntelCPUPowerManagement}.kext /Volumes/Patchstick-root/System/Library/Extensions/
! cp -R "${TIGER}"/System/Library/Frameworks/{CoreFoundation,IOKit}.framework /Volumes/Patchstick-root/System/Library/
Frameworks
! cp "${TIGER}"/bin/{bash,chmod,cp,sleep,sync,sh,ls} \
!     "${TIGER}"/usr/sbin/{chown,bless} \
!     "${TIGER}"/sbin/{mount,mount_hfs,mount_devfs,umount,reboot} \
!     /Volumes/Patchstick-root/sbin/
! cp "${TIGER}"/usr/lib/{dyld,{libSystem.B,libncurses.5.4,libgcc_s.1}.dylib} /Volumes/Patchstick-root/usr/lib/
! cp "${TIGER}"/usr/lib/system/libmathCommon.A.dylib /Volumes/Patchstick-root/usr/lib/system/
}
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Patchstick 2.0 
Linux bootloader by Scott Davilla (XBMC)
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Useful plugins / software
Perian (play other codecs)

ATVFiles (file browser / media player)

nitoTV (mplayer frontend / playlist 
manager / software installer / emulator ... 
etc)

awkwardTV loader (install plugins)

Sapphire (organize, fetch movie / tv show 
meta, watch movies)
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Important People
MacTijn (awkwardTV founder / patchstick 
inventor)

Scott Davilla (major XBMC dev, linux 
bootloader)

Turbo (yes the iOS one) - partition work / 
USB/SSE3 kernel patch/emulation

Eric Steil III (ATVFiles)

Graham Booker (perian) Patrick Merrill + 
gbooker (sapphire)
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Important People (cont...)

Brandon Holland (Couch Surfer, Skype 
appliance, Road Trip, BREvent/IREvent emu)

Jim Dovey (alan quatermain) awkwardTV 
loader, mentor, backrow developer kit

Thomas Cool (Take two plugin loader, 
Overflow, SMF framework)
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AppleTV 2

Apple A4 ARM Processor, 256 MB RAM 
running Custom iOS 4 version

Shipped September 1, 2010

October 1, 2010 MuscleNerd SHAtters 
AppleTV 2
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SHAttered ATV2
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Lowtide.app/AppleTV.app 
on iPod by DHowett

September 28th 2010 Dustin Howett hacks 
Lowtide.app from 4.1/8M89 to run on iPod 
4,1 on 4.2.1 (TUAW/Gizmodo)

Copy of AppleTV.app/Lowtide.app, 
dyld_cache, multiple PrivateFrameworks, and 
custom bootstrap to load.

Brandon Holland created Spin-o-rama and 
EventInjector to make test harness useable
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Demo Of Test Harness
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Important People
Dustin Howett (beigelist - whitelist injector)

Brandon Holland (spin-o-rama, event injector, 
exposed VNC client)

Scott Davilla (XBMC)

Firecore team (Couch Surfer, Media, Last.fm 
plugin, etc)

Tomcool (interface tweaks, Overflow, SMF)
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Jailbreaks

October 20th, 2010: Initial Jailbreak 
PwnageTool 4.1 - iPhone Dev team

February 18th, 2011: First and currently only 
public ramdisk based jailbreak for AppleTV in 
greenpois0n RC 6.1

seas0nPass and sn0wbreeze cover most/all 
subsequent AppleTV 2 jailbreaks
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greenpois0n loader
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Take One
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Take Two
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Take Three
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Current Interface
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iOS 5.1/6.0 Notes
AppleTV private frameworks merged into 
AppleTV.app

Most variables marked private

most plugins / tweaks require a re-write

once released will be tethered till iPhone 5 
jailbreak is done

nitoTV still requires massive re-writing.
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Example iOS 6 plugin 
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AppleTV 3 Notes
Still no Injection Vector

On 5.x / earlier could potentially use 
Absinthe Exploits once injection vector found

No official progress / ETA on anything.

Should still probably try to stay on iOS 5.x
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Q&A
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